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Agenda 2

1) Speaker Background and Bio
2) OSCAL Support

1) Free content creation/publishing tools
2) Export of Catalogs, Profiles, System Security Plans (SSPs), Components, 

Security Assessment Plans (SAP), and Security Assessment Reports 
(SAR)

3) Overview of ATARC Pilot and End to End OSCAL Demonstration
4) Integration with FedRAMP Threat-Based Risk Model using OSCAL
5) RegScale CLI for OSCAL processing
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• Started as a Federal employee at Y-12 Nuclear 
Weapons Plant

• Became NNSA’s first Chief Technology Officer 
(CTO)

• Former Deputy CIO at Oak Ridge National Lab 
(ORNL)

• Bechtel lead for merger of Y-12 and Pantex 
nuclear manufacturing

• Currently RegScale Co-Founder and Chief 
Technology Officer

• Masters Degree in Computer Information 
Systems from Boston University

• CISSP, PMP, ITIL, Scrum Master, Harvard 
Credential of Readiness



OSCAL Publishing Tools 4

• In our opinion, one of the main barriers to OSCAL adoption is the lack of 
tools for generating and publishing OSCAL content

• While NIST provides catalogs and profiles for 800-53, there are many 
commercial standards and agency-specific overlays that are also required 
to fully implement OSCAL in most organizations

• Most security professional do not have the time, skills, or inclination to re-
create their catalogs in JSON/XML

• In addition, we assume most are unwilling or unable to pay extra to do so

We believe that a key enabler for OSCAL will be robust and free tooling for creating and 
publishing OSCAL content.
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• Completely free to download and 
install

• Supports the full OSCAL stack 
• Create content by hand, copy and 

paste, or leverage APIs to script 
• Any compliance requirement can 

be converted to OSCAL – not just 
cyber security

Get Started -
https://regscale.com/get-started

NIST 800-171 Rev. 2 OSCAL

https://regscale.com/get-started


NIST 800-171 Rev. 2 Example 6

Steps to Produce the OSCAL:
• Downloaded an Excel 

spreadsheet with 800-171 
controls and converted to JSON

• Mapped fields to RegScale 
Catalog/Control schema in 
Python

• Leveraged APIs to create and bulk 
upload controls

• Logged into RegScale and click 
“Export OSCAL” button to get the 
OSCAL JSON file

• Total Effort: < 2 hours

OSCAL Layers Supported:

Catalog (Import/Export)
Profile (Import/Export)

System Security Plan (Import/Export)
Component (Export)

Assessment Plan (Export)
Assessment Results (Export)

Plan of Action and Milestones (Export)

Supports OSCAL Version 1.0.0
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While we gave a specific example, we have OSCAL versions of all RegScale 
catalogs (now up to 73), examples include:

1) Cloud Security Alliance Cloud Controls Matrix (CCM)
2) Air Force Management Instruction 63-1201
3) GDPR and California Consumer Privacy Act (CCPA)
4) Center for Internet Security (CIS) Controls Version 8
5) Cybersecurity Maturity Model Certification (CMMC)
6) DHS 4300A Handbook
7) Defense Security Servive (DSS) – Electronic Communication Plan (ECP)

All RegScale catalogs can be converted and exported to OSCAL.



ATARC Pilot 8

• End-to-End Proof of Concept 
(research paper pending)

• Demonstrates interoperability 
between GovReady, RegScale, and 
MITRE using OSCAL

• Exercised the full stack and 
provided valuable feedback on 
lessons learned and challenges

• Example stack for doing a 
continuous ATO in a cloud 
environment for a subset of 
controls
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• SSP created in GovReady and 
exported as OSCAL (prior RC 
version)

• OSCAL ingested into RegScale 
using our APIs

• Multiple tweaks to our schema 
and UI made to accommodate the 
1.0 standard

• Data enriched in the GUI to prep 
for future steps

• Component created with specific 
parameters



ATARC Pilot – Step 2 1
0

• RegScale sends component 
OSCAL file to MITRE SAF

• Custom Inspec profile generated 
based on parameters and a scan 
was run against the environment
• Used an extension model to 

strongly type parameters
• Scan results exported as a HDF 

file 
• HDF file imported and parsed into 

RegScale



ATARC Pilot – Step 3 1
1

• HDF file mapped to Control IDs 
sent via OSCAL and sharded out 
as many control assessments in 
RegScale

• RegScale data plus the Inspec 
Profile data used to generate the 
SAP

• HDF results data from the scan 
used to generate the SAR

Roundtrip from GovReady -> RegScale -> MITRE SAF -> RegScale completed using OSCAL



ATARC Pilot – Final Results 1
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Threat-Based Risk Modeling 1
3

• Customers have expressed a 
desire to focus on the controls 
that have the most impact on risk 
based on current threats

• RegScale partnered with VITG to 
integrate the FedRAMP threat-
based risk model based on 
govCAR

• Data exchange 100%-based on 
OSCAL

• Goals – reduced costs to obtain a 
FedRAMP approval plus 
increased focus on risk reduction 
and risk tolerances



Risk Modeling Results – VITG -> RegScale 1
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OSCAL CLI (BETA) 1
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• All of our previous work was done 
using custom Python scripts 
against our APIs or GUI-driven 
features in the platform

• We wanted to make it easier to 
work with and integrate OSCAL at 
scale so we built a Python 
Command Line Interface (CLI) –
now in private customer BETA

• Allows bulk processing and 
loading of OSCAL data via jobs or 
could run in a container for 
scheduled Kubernetes jobs



Questions?
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